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Abstract

A new secret sharing scheme capable of protecting image data code biithper pixel is introduced and analyzed in this
paper. The proposed input-agnostic encryption solution gendBatésshares by combining bit-level decomposition/stacking
with a {k, n}-threshold sharing strategy. Perfect reconstruction is achieved by performing decryption through simple logical
operations in the decomposed bit-levels without the need for any postprocessing operations. The framework allows for cost-
effective cryptographic image processingRsbit images over the Internet.
© 2005 Pattern Recognition Society. Published by Elsevier Ltd. All rights reserved.

Keywords:Secret sharing; Image encryption; Bit-level processing; Visual cryptography

1. Introduction representation of the shares if aky(or more) recipients
stack their shares printed as transparencies together on an
Secret sharing-based image encryption technolgdies ~ overhead projector the secret image is visually revealed. On
can be utilized to secure data transmission in multimedia the other hand, angk — 1) or fewer shares cannot be used
networks and mobile public networks which are used for to decrypt the transmitted information.
exchange of private images such as scanned (e.g. financial) Unfortunately, visual sharing schemes cannot restore the
documents and digital personal photographs. Visual cryptog- transmitted information to its original quality when the orig-
raphy[2] is a secret sharing procedure for image data, which inal input is a natural image. This is due to the fact that the
uses the properties of the human visual system to force the {k, n}-threshold scheme operates on binary or binarized in-
recognition of a secret message from overlapping encrypted puts and uses optical frosted/transparent representation. A
images (shares) without additional computations and any common procedurg8,4] is to convert continuous-tone im-
knowledge of cryptography. In existing schemes a well- ages into halftone imagds] with a binary representation.
known {k, n}-threshold procedure is used to encrypt the se- Then the half-tone version of the input image is used instead
cret image inta shares, which are then distributed amongst 0f the original information. The requirement for inputs of
n recipients[3,4]. The shares contain seemingly random the binary or dithered nature only and the fact that the out-
information, however, based on the transparent/frosted put is not recovered in digital form limits the applicability
of visual cryptography.
The secret sharing scheme proposed here offers a new
approach to secret sharing encryption which differs signifi-
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input. If the input image with thé-bit code word repre- Let f.(-) be the encryption function which maps a ref-
sentation of the samples is decomposed iBtbit-levels erence binary pixel; ;) located at position(, j) in the
(planes), each one can be viewed as a binary image. By original image intom1 x mo-sized blocks in the various
stacking individually encrypted bit planes, the scheme pro- shares. Assuming for simplicity a bas{iz 2} scheme with
duces thaB-bit s_,hares useful for secure d_istributio_n overthe 2 x 2 blocks s; = [s ézz 12j— 1) ~1,2j)° (21 2j-1)°
untrusted public networks. The decryption function recov- ]in the shares; andsp = [s”.

ers the originaB-bit image content unchanged and without S? 2] he sh (Zlh 1.2/~ (@i-1.2))

the need for expensive postprocessing operations. The de->(2i:2j—1) 5@, 2] In the shareS, the encryption process
crypted output is readily available in digital form, and there Is given by
is no requirement for external hardware (overhead projector)

or manual intervention needed in Ref2-4] or vectorial Je(ra, jy) = {
fields’ arrangements required in Rdl]. This feature in

conjunction with the overall simplicity of the approach make The sets

[s1, SQ]T e Co for T(i,j) = 0,

1
[s1, SQ]T e(Cy for Ti,j) = 1. ( )

the proposed input-agnostic solution attractive for real- . . -
- . ; . 0,1,0,1 1,0,1,0 0,0,1,1
time secret sharing-based encryption/decryption of natural [ I B Il B I
images. Cou 1,0,1,0°[0,1,0,1°[1,1,0,0
1,1,0,0] [1,0,0,1] [0,1,1,0]
0,0,1,1°[0,1,1,0]7]1,0,0,1°
2. Conventional visual cryptography and
A {k, n}-threshold visual cryptography scheif#}, often 0.1,0,17 [1.0,1.07 [0,0,1,1]7
called {k, n} visual secret sharing (VSS) or simp{¥, n}- [0, 1,0,1]’|1.0,1.0|°|0.,0,1.1
VSS, is used to encrypt an input image by splitting the origi- C1 = - - i
nal content inta, seemingly random, sharss, So, ..., Sy. [17 100 1,00,1 0,1,1,0
The procedure is termed visual since the secret informa- 1,1,0,0/7/1,0,0,1]7[0,1,1,0]

tion is recovered through visual inspection of the stadked
(or more) allowed shares without the need for complicated
cryptographic mechanisms and computations.
Due to the nature of conventional visual cryptography the [O 1.0 1} 4 A [0 1.0 1}
0= an 1=

include all matrices Kig. 1) obtained by permuting the
columns of the: x m1m2 basis matrices

input is a binary imagé2,3]. To encrypt aK; x K> binary

1,0,1,0 0,1,0,1
image with spatial coordinates=1,2,...,K; and j =
1,2,..., K2, each original binary pixel; ;) (i.e.r; =1 respectivelyf2,3]. The size of the basis matrices depends on
for white andr; ;) =0 for black) is handled separately via ~ the expansion factormz and the number of participants,
an encryption functionf,(-) to produce am1 x m2 block which is given byn. Sincemm2 represents the factor by

of black and white pixels in each of theshares. Thus, a  which each share is larger than the original image, it is
K1x K7 input binary image is encrypted intdbinary shares desirable to makei1my as small as possible].

S1, 82, ..., S, each one with a spatial resolutionef K1 x If a secret pixel is white, i.er; j) = 1, then[sy, s]T
m2K7 pixels. Since the spatial arrangement of the pixels can be any member of the s€{. If a secret pixel is black,
varies from block to block, it is impossible to recover the i.e.r, jy =0, then[sy, ;17 should be selected from the set
useful information without accessing a predefined number Cq. The choice ofs;, Sz]T is guided by a random number
of shares. generator, which determines the random character of the

D white secret (input) pixel 7, , =1 . black secret (input) pixel 7,
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Fig. 1. Conventional visual cryptography strategy.
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Fig. 2. Conventional2, 2}-threshold visual cryptography frame-
work applied to the gray-scale input: (a) &1 x K2 original
gray-scale image, (b) &1 x K» halftone image obtained using
the Floyd—Steinberg filtef5], (c) a 2k1 x 2K» shareS$q, (d) a
2K1 x 2K, shareSy, (e) a K1 x 2K, decrypted binary (output)
image.

shares. The graphical interpretation of the matrices included
in Co andC1 is given inFig. 1 For a{2, 2} scheme consid-
ered here, each pixel iy is equivalent to each pixel isp

if r; jy =1, and each pixel i5y should complement each
pixel in sy if r(; jy=0. The figure also depicts the decrypted
blocks obtained by stacking the share blocks. The decrypted
block shown inFig. 1 is produced through a decryption
function fd(‘yéu,v)’ s&’v)) which is defined as follows:

=1vys/

1 for S(/u ”) e

y=1
0 otherwise

Yuw) = fa() = { 2
where(u, v), foru=1,2,...,2K1andv=1,2,..., 2K>,
denotes the spatial location in &2 x 2K» share. The
term y(, . indicates a pixel in the ; x 2K, decrypted
image.

The application of a convention§t, n}-VSS scheme to
a K1 x Ko natural image withB-bit/pixel representation,
such as the one depictedHig. 2a requires half toning. The
image is first transformed into &7 x K2 halftone image
(Fig. 20) by using the density of the net dots to simulate
the gray leveld5]. Since the halftone image is a binary im-
age, it is perfectly suited for conventional visual cryptogra-
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the {k, n}-threshold framework can work with all of them.
Applying the {2, 2}-threshold scheme of (1) to the image
depicted inFig. 2b the two X, x 2K» binary shares
shown inFig. 2c and d are producedkig. 2e depicts the
2K1 x 2K» decrypted image (result) obtained by stack-
ing the two shares together using (Big. 3a shows the
block-diagram representation of the conventional visual
cryptographic solution when it is applied toBxbit nat-
ural image. As it can be seen, the procedure involves
four steps: halftoning, encryption, decryption and inverse
halftoning. Note that inverse halftoning does not recover the
original continuous-tone image as the process introduces
significant impairments and is usually computationally
demandind5].

Visual inspection of both the binary input and the recov-
ered binary image indicates that: (i) the decrypted image is
darker, and (ii) the input image is of quarter size compared
to the decrypted output. Therefore, even in the case of bi-
nary (or dithered) input, the convention@, n}-threshold
visual cryptography (i) cannot provide perfect reconstruc-
tion, either in terms of pixel intensity or spatial resolution,
and (ii) is not appropriate for real-time applications. Thus,
an alternative solution is needed.

3. B-bit image secret sharing

Let us consider a digitakK1 x K2 input image with a
B-bit per pixel representation. For presentation purposes a
gray-scale natural image with 8 bits/pixel will be used in the
sequence. The 8-bit representation can describe 256 gray-
scale levels (integers ranging from 0 to 255). In such a
representation, each integer pixel value can be expressed
equivalently in a binary form using
B-1,

1 B-1 2 B-2

phy. Note that there are many ways to obtain halftones and + og L (3)
2K, x2K, binary
. shares .
encryption decryption
.. ) i . a 2K, x2K, output
a K, xK, original 1. halftoning 1. decryption via (2) B-bit image with
B-bit image 2. encryption via (1) » 2. inverse halftoning » processing error
(@)
2K, x 2K,
encryption B-bit shares decryption

1. bit-level decomposition i
2. encryption via (1)
3. bit-level stacking

H

a K, x K, onginal
B-bit image
(b)

1. bit-level decomposition
2. decryption via (6)
3. bit-level stacking

a K, x K, original
B-bit image

Fig. 3. Block scheme of: (a) the conventional VSS-based solution when applbitomage, (b) the proposdstbit secret sharing solution.

In both examples expansion parameters= my = 2 are considered.
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Fig. 4. Binary images corresponding to the bit-levels of the
gray-scale B =8) image Lena: (ap=8, (b)b=7, (c)b =6, (d)
b=5()b=4,fb=3,(9b=2 (h)b=1.

where(i, j) denotes the spatial location an@ N indicates

the bit value at the bit leveb = 1,2,..., B, with 0(
corresponding to the most S|gn|f|cant blt (MSB). The bit-
level decomposition is a natural way to decompose the input
image to a series d@ binary images depicted iRig. 4, and
from this point of view constitutes the ideal preprocessing
step for share-based encryption.

After achieving B binary planes Kig. 4), the conven-
tional encryption function (2) is utilized to generate the bi-
nary sharesSb and S2 using the reference pixel; ;) =
o(;. ;) Assuming thats’y, ,, € S% and Stey € S5, for
u=12...,2K1andv=1,2,...,2K», denote the pixels
in the 2K1 x 2K binary share§” andsg, respectively, the
B-bit share plxels IS andv w) € So are constituted
by bit-level stacklng as foIIows

2 3_2 B-1
s(u v) = =5 (u v)2 14+ s/(u,v)z -t S/(u 0?2
+s' <u.v)v (4)
B-1 12 B—2 n"B—1
Sty =02 (o2t TR s T2
+ SE;BU) (5)

Depending on the particular bit-levels on whigh(-)
is applied and the random choice of the block represent-

ing 0](’, Y the original pierO(l- j and the integer-valued
share plxels(zz 1.2j-1) (2, 12/)f‘(2l 2j—1)8(2i.2j) @nd
(21 1,2j-1) ° (2, 1,2j)" (2, 2j—1)’ 5(21 2j) can differ sig-

nificantly. Assuming thaN denotes the number of unique
matrices obtained by column permutations of the basis ma-
trices corresponding to thig, n}-scheme, th&-bit pixel is
encrypted using one 0¥ 5 uniquem1 x m> share blocks of
B-bit pixels. Thus, compared to the schemes operating on bi-
nary (dithered) images which allows for using oiynique
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To faithfully decrypt the originaB-bit image from its
B-bit shares, the decryption function must satisfy the per-
fect reconstruction property meaning that the output should
be identical to the original input. This can be obtained
only if the encryption and decryption operations are re-
ciprocal. Taking advantage of the arrangements of the bi-
nary pixels in the set€g and C; for the specific case of
a {2, 2} schemg1], the decryption functiory,; (-) recovers

b _ 1b _ b
O(i,j) =1 fors (2i-1,2j-1) = s(Zi—l,Zj—l) and 0(1 n= =0

for s'0o; 1.9/ 1) # S(91_1.2;_1)» With (i, j) denoting lo-
cation in aK1 x Ko reference image. By decimating via a
factor of 2 it is possible to associate the share bits located
at (2i — 1,2 — 1) to the original bit located ati, j) for
each of the bit-level =1,2,..., B

Since f;(-) defined through the above consistent/
complement decryption concept {f] can be used for a
simple {2, 2}-scheme only, the decryption functiofy; (-)
generalized for anyk, n} configuration is proposed here as

follows:

0?[’/) = fd(éjv %9 LR Sz)
1 fors.s,.... 1T ey, ©)
0 for[s]. ... € Co.

wheres)) € 5b, forq=1,2, ..., k, denotes a1 xm block
at thebth bit IeveIS(’; of the shareS, . This concept can be
generalized for any set of the share blog#s 5, ..., 7} <

{8, 5. ... &) required in the existingk, n}-threshold de-
cryption functions for the case &-bit images. The deter-
mination of the relationship betweeis], 5. ..., s} and
the setsCp and Cy can easily be done using the contrast
properties of the conventionét, n}-schemes of2].

It should be mentioned that the bit-level processing allows
for a completely different interpretation of the application
of the {k, n} secret sharing framework. Since encryption
(1) and decryption (6) are reciprocal, perfect reconstruction,
a property unavailable in conventionét, n} schemes is
obtained. The faithful recovery of the encryption input in
digital form makes our scheme ideal for integration into any
image processing and communication solution.

Fig. 5 offers a visual comparison of the results obtained
via the conventional decryption of (2) and those obtained
through the application of the decryption method of (6). It
is not difficult to see that in the case of tf& 2}-threshold
structure our method producesky x Ko noise-free im-
age Fig. 5c). This should be contrasted to th& 2 x 2K»
decrypted output of (2) which contains a number of ran-
dom, noise like, pixelsKig. 5b). Our solution recovers the
spatial dimensionality of the input as (6) performs simulta-
neously subsampling and decryption, and the origBait
pixels are generated by stacking the decrypted bit levels
according to (3).Fig. 6 provides an overview of the pro-

share blocks of binary pixels, the method increases security cess for the selected part of the test image ‘Lena’ depict-

and prevents unauthorized decryption through brute-force
enumeration.

ing the K1 x K» original B-bit input image Fig. 6a), the
two 2K1 x 2K»-sizedB-hit shares shown ifrig. 6b and c,
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levels throughout the
falities [ can mention kin
w information related to |
s been keen on studying

(a)

plities | can mention kin
w information related to ||
s been keen on studying

(c)

Fig. 5. The{2, 2}-threshold cryptography framework applied to the
binary input: (a) aK1 x Ko reference image, (b) ak x 2K
output of the conventional VSS decryption procedure, () & K»
output of the proposed decryption procedure.

@ o (© )

(e) (f) eS) (h)

Fig. 8. The proposeB-bit {2, 6}-secret sharing framework applied
to the gray-scale input: (a) &1 x K> original gray-scale image,
(b—g) 2K7 x 2K, gray-scale shareSi, So, ..., Sg, (h) restored
output using shareS; and Ss.

@ ) © T @

Fig. 6. The proposeB-bit {2, 2}-secret sharing framework applied
to the gray-scale input: (a) &1 x Ko original gray-scale image,
(b) a 2K1 x 2K gray-scale shar§y, (c) a 2K1 x 2K, gray-scale
shareS,, (d) restored output.

(0 (d)

Fig. 7. The proposeB-bit {2, 2}-secret sharing framework applied
to the color input: (a) aK1 x Ko original color image, (b) a
2K1 x 2K color shareSy, (c) a 21 x 2K color shareS», (d)
restored output.

respectively; and the recovered originaFig. 6d. The pro-
posed scheme can be applied to &ilit image, natural or

Fig. 9. Details of the share generated by the propdsédi secret
sharing framework applied to: (a) binary image, (b) gray-scale
image, (c) color image. Based on the image representation of
the original image, the encrypted image (share) contains random
information in the form of: (a) binary noise, (b) gray-scale noise,
(c) color noise.

Finally, Fig. 9 provides a visual overview of the differ-
ences between the shares generated by the proposed frame-
work for the case of binaryR = 1), gray-scale § = 8)
and color imagesK = 3 x 8). Depending on the depth of
the B-bit representation of the input image, the shares con-
tain binary, gray-scale or color random information, respec-
tively. The figure suggests that as we move towards richer
visual inputs the degree of security afforded by our method
increases, as it becomes increasingly difficult to “guess” by
operating on the integeB{bit) domain.

Apart from the actual performance of any algorithm, its
computational complexity is a realistic measure of its prac-
ticality and usefulness. Since the proposed cryptographic
solution is determined for PC-based applications, the effi-

computer generated, and therefore can be used to processiency of the encryption and decryption operations is mea-
color RGB images such as the part of the color test image sured, in terms of the execution time, in such a computing

‘Parrots’ depicted irFig. 7a. As befordrigs. B and c depict
the color shares; and S> obtained via &2, 2}-threshold
framework whileFig. 7d lists the decrypted output. Simple
visual inspection reveals that the image showrfFig. 7d

is identical to the originalFig. 8 depicts images obtained
using aB-bit {2, 6}-threshold structure. As it can be seen

platform. The execution of the developed tool on a personal
computer equipped with an Intel Pentium IV 2.40 GHz CPU,
512 MB RAM, Windows XP operating system and MS Vi-
sual C++ 5.0 programming environment, required, on aver-
age, 0.931s per a 256 256 gray-scale image for encryp-
tion and 1.473s for decryption. In the case of a 25856

from the images listed there, the proposed scheme perfectly color image, the execution required 2.914 s for encryption

works also for higher-order configurations.

and 4.462 s for decryption.
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